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IN THE CLAIMS 

The following is a listing of the claims in the application with claims 1, 
4-8, 10-18 and 19-53 shown as amended and claims 2-3, 9 and 19-20 cancelled. 

LISTING OF CLAIMS 

1 . (currently amended) Method for an operator to dynamically and remotely 
control the pairing of digital data reception equipment (2) with a p l ura li ty of one or 
more external security modules (6, 8) each having a unique identifier and with each 
security module being adapted to cooperate with said digital data reception 
equipment for controlling reception of distributed data bv means of said digital data 
reception eouipment (2) and with the digital data reception equipment having a 
computer and a stored program , method char a ct e ris e d i n that i t compr i s e s said 
method comprising the following steps: 

using the computer to verity whether or not the identifier of said external 
security modules (6, 8) is memorized in the digital data reception eouipment (2). 
upon connection of said external security modules (6. 8) oonnoct i ng an ext e rna l 
secur i ty modulo (6, 8) to the digital data reception equipment, and 

if the unigue identifier of the external security modules (6, 8) is memorized in 
the digital data reception eouipment (2), transmitting a control signal to the digital 
data reception eguipment (2) defining configuration parameters to activate the 
pairing of said digital data reception equipment (2) with said external security 
modules (6. 8). and 

if the unique identifier of the external security modules (6. 8) is not memorized 



2 



MM6019 USSN: 10/589,837 

in the digital data reception equipment (2), transmitting a control signal to the digital 
data reception eguipment (2) defining configuration parameters to deactivate the 
pairing of said digital data reception eguipment (2) with said external security 
modules (6, 8). 

momorizing, on tho fly, the unique idont i f i or of th e connoctod security 

modu le (6, 8) i n th e roooption oquipmont (2). 

Claims 2-3 (cancelled). 

4. (currently amended) M e thod The method according to claim 3 1, 
charact e ris e d i n that wherein said configuration parameters signa l i nc l udes include 
at least one of the following instruct i ons functional parameters : 
[-] authorizing momorizat i on memorization . 
[-] prohibiting m e morization memorization , 

[-] erasing identifiers previously momorisod memorized in the digital data 
reception equipment (2), 

[-] activating or deactivating the a verification phase including a procedure 
consisting of disturbing the data processing if the identifier of the connected external 
security module (6, 8) is not previously memorized in the digital data reception 
eguipment (2) . 
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5. (currently amended) Method The method according to claim S 1, 
charaotorisod wherein said control signal also includes an indication as to the 
maximum allowable number of momorisod identifiers to be memorized in the digital 
data reception equipment (2) . 

6. (currently amended) M e thod The method according to claim S 1, 
charaotorisod in that wherein said signal configuration parameters includes a 
reconfiguration instruction through which an updated list of identifiers of external 
security modules (6, 8) paired with the digital data reception equipment (2) is 
transmitted to said digital data reception equipment (2). 

7. (currently amended) Method The method according to claim 6, character i s e d 
wherein i n that said updated list of identifiers is transmitted directly to the digital data 
reception equipment (2). 

8. (currently amended) Method The method according to claim 6, oharaotoris e d 
wherein i n that said updated list of identifiers is transmitted through af» the external 
security module (6, 8) connected to said digital data reception equipment (2). 

9. (cancelled). 

10. (currently amended) Method The method according to claim 1 , charactoriz e d 
wherein in that said distributed data are is either unencrypted or is encrypted by 
means of an encrypted control word and in that each external security module (6, 8) 
includes access rights to said data and a decryption algorithm for said control word. 
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11. (currently amended) Methed The method according to claim 4, characterised 
wherein in that said signal configuration parameters are is transmitted to a the digital 
data reception equipment (2) in an EMM message specific to an external security 
module (6, 8) associated with said digital data reception equipment (2). 

12. (currently amended) M e thod The method according to claim 4, charact e r i s e d 
wherein m4bat said configuration parameters are s i gnal is transmitted to a digital 
data reception equipment (2) in an EMM message specific to said digital data 
reception equipment (2). 

13. (currently amended) Method The method according to claim 6, character i s e d 
wherein in that for a given digital data reception equipment (2) A said updated list of 
identifiers is transmitted in an EMM message specific to a security module (6, 8) 
associated with this digital data reception equipment (2). 

14. (currently amended) Method The method according to claim 4, charactor i sod 
wherein in that said configuration parameters are signal is transmitted to a group of 
digital data reception equipment (2) in an EMM message specific to a group of 
external security modules (6, 8) associated with said digital data reception 
equipment (2). 

15. (currently amended) Method The method according to claim 4, characterized 
wherein in that said configuration parameters are signal is transmitted to a group of 
digital data reception equipment (2) in an EMM message specific to said group of 
digital data reception equipment (2). 
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16. (currently amended) M e thod The method according to claim 6, characterised 
wherein i n that for a given group of digital data reception equipment (2), said 
updated list of identifiers of external security modules (6, 8) is transmitted in an EMM 
message specific to a said given group of external security modules (6, 8) 
associated with said digital data reception equipment (2). 

17. (currently amended) Method The method according to claim 4, characteris e d 
wherein in that the configuration parameters for the verification phase are m e ssag e 
for managing tho ver i fication phas e is transmitted to a group of digital data reception 
equipment (2) in a pr i vat e f l ow proc e ss e d by using [a] dedicated software executable 
in each digital data reception equipment 12) according to ao a funct i on of the 
identifier of the external security module associated with said digital data reception 
equipment. 

18. (currently amended) Method The method according to claim 6, oharactorised 
wherein in that for a given group of digital data reception equipment (2), said 
updated list of identifiers of external security modules (6, 8) is transmitted to each 
digital data reception equipment (2) in a private flow processed by a dedicated 
software executable in each digital data reception equipment according to as-a 
function of the identifier of the external security module associated with said digital 
data reception equipment. 

Claims 19-20 (previously cancelled). 
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21 . (currently amended) Method The method according to claim 1 1 , charactoris e d 
wherein i n that said EMM message consists of contain m e osagos with the following 
structure format : 



EMM-U_section() { 




table_id = 0x88 


8 bits 


section_syntax_indicator = 0 


1 bit 


DVB_reserved 


1 bit 


ISO_reserved 


2 bits 


EMM-U_section_length 


12 bits 


unique_adress_field 


40 bits 


for (i=0; i<N; i++) { 




EMM_data_byte 


8 bits 



22. (currently amended) Method The method according to claim 14, charact e ris e d 
in that wherein said EMM message is specific to all external security modules (6, 8) 



or to all digital data reception equipment (2) and conta i n messages w i th consists of 
following structure format : 

EMM-G_section() { 

tablejd = 0x8A or 0x8B 8 bits 

section_syntax_indicator = 0 1 bit 

DVB_reserved 1 bit 

ISO_reserved 2 bits 

EMM-G_section_length 12 bits 
for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 
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23. (currently amended) M e thod The method according to claim 14, charactoricod 
in that wherein said EMM message is specific to a sub-group of external security 
modules (6, 8) or digital data reception equipment (2) and contain messages w i th 
consists of the following structur e format : 



24. (currently amended) Method The method according to claim 1 , character i s e d 
ffl-thai wherein t he identifiers of the external security modules (6, 8) are grouped in 
an encrypted list. 

25. (currently amended) Method The method according to claim 1 , oharaotor i s e d 
in that wherein the digital data reception equipment (2) includes a decoder and the 
external security modules (6, 8) includes an access control cards (6) in which 
information about access rights of a subscriber to digital data distributed by an 
operator is momorizod memorized , and in that pairing is done between said decoder 
and said access control cards (6). 



EMM-S_section() { 

table_id = 0x8E 

section_syntax_indicator = 0 

DVB_reserved 

ISO_reserved 

EMM-S_section_length 

shared_address_field 

reserved 

data_format 

ADF_scrambling_flag 

for (i=0; i<N; i++) { 

EMM_data_byte 



8 bits 
1 bit 

1 bit 

2 bits 
12 bits 
24 bits 

6 bits 
1 bit 
1 bit 



8 bits 
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26. (currently amended) M e thod The method according to claim 1 , oharaotorised 
in that wherein the digital data reception equipment (2) includes a decoder and the 
external security module (6, 8) includes a removable security interface (8) provided 
with a non-volatile memory that can cooperate firstly with the decoder, and secondly 
with a plurality of conditional access control cards (6) to manage access to digital 
data distributed by an operator, and m-that wherein pairing is done between said 
decoder and said removable security interface (8). 

27. (currently amended) M e thod The method according to claim 1 , charactorisod 
i n that wherein the digital data reception equipment (2) includes a decoder provided 
with a removable security interface (8) with a non-volatile memory that can 
cooperate firstly with said decoder, and secondly with a plurality of conditional 
access control cards (6), and tn-that wherein pairing is done between said 
removable security interface (8) and said access control cards (6). 

28. (currently amended) Method The method according to claim 10, charact e ris e d 
i n that wherein the data are audiovisual programs. 

29. (currently amended) Digital data reception equipment (2) for pairing to one or 
more that can be pa i red with a plura li ty of external security modules (6, 8) each 
having a unioue identifier to manage access to digital data distributed by an 
operator, oharacterisod in that i t includ e s comprising means for executing a 
computer program stored in a readable medium for: momorizing on tho fly, tho 
i dentif ie r of oach ext e rnal socurity modu l o (6, 8) connected to said rocoption 
e quipment. 
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verifying whether or not the identifier in said external security modules (6, 8) 
is already memorized in the digital data reception equipment (2) upon connection of 
said external security modules (6. 8) to the digital data reception equipment, 

activating the pairing of said digital data reception eguipment (2) with said 
external security modules (6. 8) if the unigue identifier of the external security 
modules (6. 8) is already memorized in the digital data reception eguipment (2). and 

deactivating the pairing of said digital data reception equipment (2) with said 
external security modules (6. 8) if the unique identifier in the external security 
modules (6. 8) is not already memorized in the digital data reception eguipment (2). 

30. (currently amended) The digital data reception equipment according to claim 
29, oharaotoris o d in that it compris e s further comprising a decoder and i n that 
wherein the external security module (6, 8) is an access control card (6) containing 
information about access rights of a subscriber to said digital data, pairing being 
done between said decoder and said access control card (6). 

31. (currently amended) The digital data reception equipment according to claim 
29, character i sed in that it i nclud e s further comprising a decoder and in that wherein 
the external security module (6, 8) is a removable security interface (8) provided with 
a non-volatile memory and that is designed to cooperate firstly with said decoder, 
and secondly with a plurality of conditional access control cards (6), to manage 
access to said digital data, pairing being done between said decoder and said 
removable security interface (8). 
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32. (currently amended) The digital data reception equipment according to claim 
29, charactorisod i n that it i nc l udes further comprising a decoder provided with a 
removable security interface (8) with a non-volatile memory and that is designed to 
cooperate firstly with said decoder and secondly with a plurality of conditional access 
control cards (6) and i n that wherein pairing is done between said removable 
security interface (8) and said access control cards (6). 

33. (currently amended) A Docodor decoder that can cooperate with a plurality of 
external security modules (6, 8) to manage access to audiovisual programs 
distributed by an operator, each external security module (6, 8) having a unique 
identifier and including at least one data processing algorithm, with said decoder 
charact e ris e d in that it inc l udes comprising means responsive to said data 
processing algorithm for m e morizing, on th e fly, th e id e ntifi e r of oaoh ext e rna l 

operator for: 

verifying whether or not the identifier of said external security modules (6. 8) 
is already memorized in the digital data reception eguipment (2) upon connection of 
said external security modules (6. 8) to the digital data reception eguipment, 

activating the pairing of said digital data digital data reception eguipment (2) 
with said external security modules (6. 8) if the unigue identifier of the external 
security modules (6. 8) is already memorized in the digital data reception eguipment 
(2). and 

deactivating the pairing of said digital data reception eguipment (2) with said 
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external security modules (6. 8) if the unique identifier of the external security 
modules (6. 8) is not already memorized in the decoder. 

34. (currently amended) The D e cod e r decoder according to claim 33, 
charaot e r i sod i n that wherein said external security modules (6, 8) are access 
control cards (6) in which are stored information about access rights of a subscriber 
to digital data distributed by an operator. 

35. (currently amended) The D e cod e r decoder according to claim 33, 
charaotor i s e d i n that wherein said external security modules (6, 8) are removable 
security interfaces (8) including a non-volatile memory that can cooperate firstly with 
the decoder and secondly with a plurality of conditional access control cards (6) to 
manage access to digital data distributed by an operator. 

36. (currently amended) Reception equipment compris i ng a removab le 
Removable security interface (8) including a non-volatile memory designed to 
cooperate firstly with a digital data reception equipment (2) having a decoder and 
secondly, having a plurality of conditional access control cards (6), to manage 
access to digital data distributed by an operator, each access control card (6) having 
a unique identifier and containing information about access rights of a subscriber to 
said digital data, with said removable security interface charaoter i sod i n that it 
includes further comprising means for recording the identifier of each access control 
card (6) in said non-volatile memory, on tho f l y. and at least one data processing 
algorithm for use by said decoder to activate or deactivate the pairing of the 
reception eguipment to the control cards. 
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37. (currently amended) The removable security interface R o coption equipment 
according to claim 36, oharaot e risod i n that i t cons i sts of comprising a PCMCIA card 
on which is installed digital data descrambling software. 

38. (currently amended) The removable security interface Rocoption equ i pment 
according to claim 36. character i sed i n that i t which consists of a software module. 

39. (currently amended) An Executable executable computer program stored in a 
computer readable medium of a digital data reception equipment (2) that can 
cooperate with a plurality of external security modules (6, 8) each having a unique 
identifier and in which information about access rights of a subscriber to digital data 
distributed by an operator are stored, said digital data reception eouipment (2) 
comprising a computer for executing said executable computer program. 
charact e r i sed in that it wherein the executable computer program includes 
instructions for: execut i ng the m e morization, on tho fly, of tho ident i f ie r of each 
external secur i ty modu l o (6, 8) connoctod to sa i d rocopt i on equipment (2). 

verifying whether or not the identifier of said external security modules (6. 8) 
is already memorized in the digital data reception eguipment (2) upon connection of 
said external security modules (6, 8) to the digital data reception equipment. 

activating the pairing of said digital data reception eguipment (2) with said 
external security modules (6. 8) if the unigue identifier in the external security 
modules (6. 8) is already memorized in the digital data reception eguipment (2). and 

deactivating the pairing of said decoder with said external security modules 
(6. 8) if the unigue identifier in the external security modules (6. 8) is not already 



502516922 



13 



MM6019 



USSN: 10/589,837 



memorized in the decoder. 

40. (currently amended) The Comput e r computer program according to claim 39, 
characterisod in that it also i nc l udes further comprising instructions for locally 




generating pairing control parameters of the digital data reception equipment (2) with 
an external security module (6, 8) as a function of a control signal transmitted to said 
digital data reception equipment (2) by the operator. 

41. (currently amended) The Computer computer program according to claim 39, 
charactorisod in that it a l so i nc l udes further comprising instructions for checking if 
the identifier of said external security module (6, 8) is memor i sed memorized in the 
digital data reception equipment (2), at each connection lator uso of an the external 
security module (6, 8) with the digital data reception equipment (2). 

42. (currently amended) A Syst e m s ystem inc l uding a p l ura li ty of comprising a 
management platform (1) and a digital data reception equipment (2) connected to a 
data and/or services broadcasting network for communication with the digital data 
reception eouipment and with each the digital data reception equipment (2) adapt e d 
te-be being paired with a plurality of external security modules (6, 8), sa i d system 
also i ncluding a commorc i a l management p l atform (1) commun i cating w i th the 
reception equipment (2) and with said externa l socurity modules (6, 8) characterised 
character i zod i n that it also i ncludes each having a unigue identifier, wherein the 
system further comprises : 

[-] a first module arranged in said commercial management platform (1) and that 
wil l g e n e rat e for generating pairing queries, and 
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[-] a second s e curity module arranged in said digital data reception equipment 
(2) that will process the generated sate queries from the first module to prepare a 
pairing configuration an4 to control said pairing , using pairing control parameters 
generated bv a computer in said digital data reception eouipment based upon 

verifying whether or not the identifier of said external security modules (6, 8) 
is already memorized in the digital data reception eouipment (2) upon connection of 
said external security modules (6. 8) to the digital data reception eouipment. 

activating the pairing of said digital data reception eouipment (2) with said 
external security modules (6. 8) if the unigue identifier of the external security 
modules (6. 8) is already memorized in the digital data reception eouipment (2). and 

deactivating the pairing of said decoder with said external security modules 
(6. 8) if the unioue identifier of the external security modules (6. 8) is not already 
memorized in the decoder . 

43. (currently amended) Method The method according to claim 5, character i sed 
i n that wherein said control signal is transmitted to a digital data reception equipment 
(2) in an EMM message specific to an external security module (6, 8) associated 
with said digital data reception equipment (2). 

44. (currently amended) M e thod The method according to claim 5, characterised 
i n that wherein said control signal is transmitted to a digital data reception equipment 
(2) in an EMM message specific to said digital data reception equipment (2). 
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45. (currently amended) Method oet forth in The method according to claim 5, 
charact e r i s e d in that wherein said control signal is transmitted to a group of digital 
data reception equipment (2) in an EMM message specific to a group of external 
security modules (6, 8) associated with said digital data reception equipment (2). 

46. (currently amended) Method sot forth i n The method according to claim 5, 
charact e rised in that wherein said control signal is transmitted to a group of digital 
data reception equipment (2) in an EMM message specific to said group of digital 
data reception equipment (2). 

47. (currently amended) Method sot forth in The method according to claim 5, 
characteris e d in that wherein the message for managing the verification phase is 
transmitted to a group of digital data reception equipment (2) in a private f l ow 



equipment as a function of the identifier of the external security module associated 
with said digital data reception equipment. 

48. (currently amended) Method sot forth i n The method according to claim 12, 
characterised in that wherein said EMM conta i n messages with message consists of 
the following format: 

EMM-U_section() { 




dedicated software executable in each digital data reception 



section_syntax_indicator = 0 
DVB_reserved 
ISO_reserved 
EMM-U_section_length 
u n iq ue_ad ress_fie Id 



table_id = 0x88 



8 bits 
1 bit 

1 bit 

2 bits 
12 bits 
40 bits 
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for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 

49. (currently amended) Method oot forth in The method according to claim 13, 
charactorisod in that wherein said EMM go 
the following format: 

EMM-U_section() { 
table_id = 0x88 
section_syntax_indicator = 0 
DVB_reserved 
ISO_reserved 
EMM-U_section_length 
unique_adress_field 
for (i=0; i<N; i++) { 
EMM_data_byte 

50. (currently amended) Method sot forth in The method according to claim 15, 
charactorisod i n that wherein said EMM is specific to all external security modules 
(6, 8) or to all digital data reception equipment (2) and contain messages with 



consisting of the following structure: 
EMM-G_section() { 

tablejd = 0x8A or 0x8B 8 bits 

section_syntax_indicator = 0 1 bit 

DVB_reserved 1 bit 

ISO_reserved 2 bits 

EMM-G_section_length 12 bits 
for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 



* message consists of 



8 bits 
1 bit 

1 bit 

2 bits 
12 bits 
40 bits 



8 bits 



502516922 



17 



MM6019 



USSN: 10/589,837 



51. (currently amended) Method set forth in The method according to claim 16, 
charact e r i sed in that wherein said EMM is specific to ail external security modules 
(6, 8) or to all digital data reception equipment (2) and contain messages consisting 



of with the following structure: 

EMM-G_section() { 

tablejd = 0x8A or 0x8B 8 bits 

section_syntax_indicator = 0 1 bit 

DVB_reserved 1 bit 

ISO_reserved 2 bits 

EMM-G_section_length 12 bits 
for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 



52. (currently amended) Method sot forth i n The method according to claim 15, 
characterised in that wherein said EMM is specific to a sub-group of external 
security modules (6, 8) or digital data reception equipment (2) and contain 
messages with- consisting of the following structure: 
EMM-S_section() { 

tablejd = 0x8E 8 bits 

section_syntax_indicator = 0 1 bit 

DVB_reserved 1 bit 

ISO_reserved 2 bits 

EMM-S_section_length 12 bits 

shared_address_field 24 bits 

reserved 6 bits 

data_format 1 bit 

ADF_scrambling_flag 1 bit 

for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 
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53. (currently amended) M e thod set forth in The method according to claim 16, 
charactorisod in that wherein said EMM is specific to a sub-group of external 
security modules (6, 8) or digital data reception equipment (2) and contain 
messages with consisting of the following structure: 



EMM-S_section() { 

tablejd = 0x8E 8 bits 

section_syntax_indicator = 0 1 bit 

DVB_reserved 1 bit 

ISO_reserved 2 bits 

EMM-S_section_length 12 bits 

shared_address_field 24 bits 
reserved 6 bits 

data_format 1 bit 

ADF_scrambling_flag 1 bit 
for (i=0; i<N; i++) { 

EMM_data_byte 8 bits 
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